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What is VLAN ? ?

* VLANs are logical subgroups within lan.
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different security policies /
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* VLAN subdivide network into segments in order to reduce network traffic and congestion, apply |
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port-based VLANs:simple and standalone solution |

802.1Q VLANSs :can span across multiple switches
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VLANS

 VLANSs allow you to break up one physical switch into multiple virtual switches

* VLAN allow you to extend those virtual switches to other physical switches
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Why VLAN
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Benefits of VLAN T
® ;
e Ifnproved security :
. + Cost reduction | i
.« Better performance ¢ i
* Smaller broadcast domains " ./ : -
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N2 IEEE 802.1Q VLANs term

V:ID and PVID

vlan identification number and port vlan identification

VLAN tag and Taged frame
additional information in packet which contain VID

A frame which has VID information is Tagged frame

Switching rules for In(Ingress)and Out (Egress)data
® rules which are set on the switch ports to allow to recive or send packets with certain VID
* Egress port

port is set to allow packets to a specific VLAN
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N VTP(Virtual Lan Truncking Protocol) ’
® |

Us:e to manage all configured VLANs consistency across a switched
network

Il Configuration is done on
Switches in VTP server mode.

VTP default mode is Server.

Switches in VTP Server mode ’___..-v“
- Can create or delete VLANs.
- Can send and receive VTP updates

- Can update their VLAN database. L~
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Switches in VTP Transport Mode 1 " @
- Can send and receive VTP updates Switches in VTP Client mode
- Cannot update their VLAN database - Can send and receive VTP updates
- They can create and delete VLANSs locally. - Can update their VLAN database
- Not a part of VTP and just relay VTP messages. - Cannot create or delete VLANs
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Dynamic VLAN vs Static VLAN ?

| namic VLAN
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switch port

. Access port
. *Trunk port
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= Trunk/access
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Trunking between two switches Trunking between a switch and a router |
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UNTAGGED TAGGED UNTAGGED
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Encapsulation

Dst MAC

IEEE802.1Q Frame

Data
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Type(0X8100)

C LVLAN identifier ’
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Native VLAN !

|A Native VLAN is a special VLAN whose taffic traverses on the 802.1q
trunck without a VLAN tag
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Example of native VLAN
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NATIVE-VLAN —MISMATCH

%CDP-4-NATIVE_VLAN_MISMATCH: NATIVE VLAN MISMATCH
DISCOVERED ON FASTETHERNETO0/2 (20), WITH SWITCH
FASTETHERNETO/2 (1).

UNTAGGED UNTAGGED
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NATIVE: 20
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Building Networks for People
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.: DGS-1210-28P
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FvLAN]

[+ L2 Functions
##Qos

[+ @ Security

8 AAA

@ ACL

-8 PoE

= SNMP

[+-j# Monitoring

4. Inside VLAN you must activate asymmetric VLAN and then apply.
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Q&A
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